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Abstract

This document is the DNSSEC Practice Statement, it states the practices and provisions that are employed in
providing Zone Signing and Zone distribution services that include, but are not limited to, issuing, managing,
changing, and distributing DNS keys. Minds + Machines is the delegated registry operator for the zone under
contract with the Internet Corporation for Assigned Names and Numbers.

Copyright Notice

Copyright (c) 2013 Minds + Machines. All rights reserved.

(

Minds + Machines
32 Nassau St.
Dublin 2

Ireland

www.mindsandmachines.com



45 _6"(&7(8&"-""-$

1. INTRODUCGTION ..ciiitttiittte ettt ettt ettt e sttt ettt e e st e e s abe e e sabeeesabeeeaabeeesabeeesabeeesabeeesabeeeanbaeesabeeesabeeesabeeesaneeas 6
oD, OVEIVIEW .ccoviiiiiiiiiiiiiitteeee ettt e e e st eee e e e s s s e s e et e e e e e s e s e s e 6
1.2. Document Name and Identification ........ooueeiiieiiiiie e 7
1.3.  Community and ApPliCability ....ccccuuiiiiiiieee e e 7

I S B o Y [ |V, - [ - (] PP PPPPPPR 7
1.3.2.  Z0NE AMINISTIATON c.eeiiiiiieiiiie ettt e st e s b e e st e e s ber e sbe e e sabe e e sabeeeeanes 7
1.3.3.  Z0NE MaiNTAINEI ..ciiiiiiiiiiiii e e e 7
I T Y T V= T O] o 1= = o ] &3P PPPPPPR 7
1.3.5.  Zone Key SigniNg KeY OPErator. ..o ittt ettt eetiiie s e e eeiree s s e e e eaabe s e s e s e eaaansseesaesanannes 7
1.3.6.  Z0Ne SigNING KEY O PBIatir ... ittt e e e e e e et et s e s e e e e aabe e s e e eaeeaaanes 7
S T A @ o 11 o I o o =0 1 0 F= Y ==Y S SUUUR 8
1.4.  Specification AdMINISTration ........cc.uuiiiiiiiie e e e e e e e e s e e e e e e e e e e e e anaraaaeees 8
1.4.1. Specification administration 0rganization ........cccccceeeieiiiiiiiiiiiec e 8
1.4.2.  Contact INfOrMatioNn ....cccueiiiiiie ettt et st s e s e s b e sne e e 8
1.4.3. Specification Change PrOCEAUIES ......cccei ittt et e e e e e e e e r e e e e e e e e e e e enasraaaeees 8

2. PUBLICATION AND REPOSITORIES .....ccoiiitiiiiteiiieeenitee ettt e sitee sttt e sttt e sbteesbeeesnteesabaeesaneeesaseeesbeeesnneas 9
D B (= o To 1] | o] =T PR 9
2.2.  Publication Of KEY SIZNING KEYS....cciiiiiiiii ittt e e e e s e e e e e e e e e e e e ababrraaaeaaaaaeeas 9
2 B Volol I R olo] o] 1 o] o] W ¢ =T o o 1y 1 o [=T- 3SR URRRPP 9

3. OPERATIONAL REQUIREIMENTS ...coiiitiiiiiteiitteeiteeeniteesiteessieeesbteesbteesbeeesabeeesbteesaseeesabeeesaseeesanenesaneeas 9
3.1. Meaning of dOMAIN NAMES .....uviiiiiieei e e e ee e e e e e e e e e e e s e s eabraraeeeeaaaeeeeesasssssrssasesaaaaanas 9
3.2.  Activation of DNSSEC for child ZONe.........cooiiiiiiiiiiie e 9
3.3. ldentification and authentication of child zone ManNager......ccccccceeeccciiiiieee e, 10
3.4. Registration of delegation Signer (DS) rECOIUS.......cciiiiciiiiiiiieie et e e e e e eesrrrrar e e e e e e e e 10
3.5, RemMOVAl Of DS FECOIT. ... ittt ettt ettt e e st e st e e sabe e e sabeeesabeeesabeeeas 10

3.5.1. Who Can reqUEeST rE€MOVAl.......cccuuuiiiiiiiie ettt e e e e e e e e e e rea e e e e e e e e e e eeannnes 10

4. FACILITY, MANAGEMENT AND OPERATIONAL CONTROLS ...cutiieiiiieniieeiieee st sreeesiee e e e e 10

B o 0V Tor- 1 I 0o 1Y o] RO PPRRRR 10
4.1.1. Site l0cation and CONSTIUCTION ...cciiuiiiiiiiieiiiiecte ettt 10

T B 4 VL Tor= Y = Yol ol Y-y U UURR 10



4.1.3. Power and air CONAITIONING ....uviiiiiiiiiiiicccciiieeee e e e e e e e e e e e s et rr e e e e e e e e eeeessanrssrasaees 11
o I VAV | =T =) d o To 1 U1 T PR UPPUPPRN 11
4.1.5. Fire prevention and ProteCtion .........coccciiiiiiiieiie e e e e e e e e e e e e ra e 11
O N ST |V = o = T o =Y = S UUURR 11
L VLY - T ol o 11 o To 1Y | S UUURR 11
4.1.8.  Off-SItE DACKUP ceeeeiiieie e e e e e e e e e e bbb e e e e e e e e e e e e esnarerraaaees 11
4.2, Procedural CONTIOLS ....ooiuiiiiiiie ettt ettt e e st e e st e e st e e st e e sabeeesabeeesabeeesabeeenns 11
.21, TrUSEEA FOIES ittt ettt et e st e st e e s bt e e s bt e e s bt e e sabeeesabeeesabeeesabeeesabeeesanes 11
4.2.2. Number of persons required Per task.......ccooeeeiie i 12
4.2.3. Identification and authentication for €ach role ........c.ccceeriiiiiiiiiniie i 12
4.2.4. Tasks requiring separation of dULIES .......cccuuiiiiiiiiiiiii e e 12
4.3, PersonNe@l CONTIOIS ... .coiiiiiiiiie ettt ettt ettt et st e e st e e sbe e e st e e e sabeeesabeeesabeeesbeeeas 12
4.3.1. Qualifications, experience, and clearance requiremMeNntS.....cccccceeeeeeecciiiiieeeeeee e 12
4.3.2. Background check ProCeAUIES ........ccooeiiiiiiiieieee et e e e e e e aee s 13
e e T N - 11 oVl o V= €Yo [U T =T 0 g =T ) PP PPPUPPRN 13
4.3.4. Retraining frequency and reqUIrEMENTS ......uuuiieieeieeeciiciiieeeee e e e e e e eceecrrre e e e e e e e e e e esaraeraaeees 13
4.3.5. Job rotation frequEeNCY and SEQUENCE........uuiiiiieieeeeeeciiciitrteee e e e e eeeeserrarrereeeeaeeeeeesnarssreseees 14
4.3.6. Sanctions for unauthorized aCtioNS........ccoiiiiiiiii i 14
4.3.7. Contracting personnel reqUIr€MENTS ........cccuviiiiiieeieie et e e e e e e e e e e e e esarerreaeees 14
4.3.8. Documentation supplied t0 PErSONNEl ........uueiiiiiiiiiiciceeee e e 14
4.4,  AUdit LOZEING PrOCEAUIES ...uvvviiiiiieeeeeeeecciitittee et e e e e e e eeeettbtareeeeaeaeeessssaasssatasaeaaaaeessasasssrsssseesaaaaees 14
L N BV/ oYYl o ) A 1YY o K =TT ] o L= U UUURR 14
4.4.2. Frequency Of ProCeSSING IO ....eeiiiiii oottt e e e e e e s e e e e e e e e e e e e ssanrneraaaees 15
4.4.3. Retention period for Uit IOZ. ... e e e e 15
T O S o Yot o) o o) - 18 [ [ o Y- U UURR 15
4.4.5. Audit 10g DackUp PrOCEAUIES ..ccviiii ittt e e e e e s e e e e e e e e e e seaaraeraaaees 15
4.4.6. Audit COBCTION SYSTEIM ....uuiiiiiiiiiiiee e e e e e e e e e s et are e e e e e e e e e e e esnnssereaeees 15
4.4.7. Notification to event-causing SUDJECT ........uuiiiiiiiiiiiii e 15
4.4.8. VUINErability asSESSMENTS ....uuiiiiiiiii i it e e e e e e e e s e bbb e e e e e e e e e e e e esnnrserasaees 16
4.5. Compromise and DiSASTEr RECOVEIY .........uuviiiiiiiieeeeeiiiiiititee et e e e e e e eeeeibaateeeeeaaeeeseesssrsssraseeeaaaaeeas 16
4.5.1. Incident and compromise handling procedures ..........ccccvviieeiieeeeiicccciiieeee e 16



4.5.2. Corrupted computing resources, software, and/ordata..........cccecoeeeiiiiiiiiiiiciieee e, 16

4.5.3. Entity private key compromise proCEAUIES ........ceiiiiiiiiiiiiiiiieeeee e e e ececctirrere e e e e e e e e e eeraareaee s 16
4.5.4. Business Continuity and IT Disaster Recovery Capabilities .........cccooeeeiiiiiiiiieee e, 16
4.6, ENtity 1ermINatioN it e e e e e e et e e aaeaaan 17
5. TECHNICAL SECURITY CONTROLS......etiiiiiteiitiieeitteeeitteeeteeesitee sttt e sbeeesbeeesabeeesabeeesabeeesareeesaneeesareeesanes 17
5.1. Key Pair Generation and INStallation...........ccueeeeiiii oo 17
N I B AV o 1= T - (= aT=T = o ] o PP PRT 17
5.1.2.  PUDBIC KEY EIIVEIY...utiiiiiiiieeeee et e e e e e e e e e e e s bbb ra e e e e eaeaeeeseannees 17
5.1.3. Public key parameters generation and quality checking ........cccceeveeiiiiiiiiiiiiiieeeeee e, 17
5.0, KEY USQEE PUIPOSES . i ieitiirueeeeetttutaeseettttuiseeeettatteeeseetatsaetaetrnsteeerereeeeermsmnnseeseeessnnns 18
5.2. Private key protection and Cryptographic Module Engineering Controls............ccccccvvvivveeeeeeeennn. 18
5.2.1. Cryptographic module standards and CONtrolS.......ccccceeeeiieiiiiiiiiiieeee e 18
5.2.2. Private key (m-of-n) multi-person CONtrol .........ccoceeeiiiiiiiicciiieee e e 18
5.2.3.  PriVate KEY ESCIOW ...uiiiiiiiiieiee ittt ee e e e e e ee e etttre e e e e e e e e s e e e saabatbaseeeaaaeeeeesaansssrasaesaaaaasesnnnnsnes 18
5.2.4.  Private KEY DACKUP ...uuueieeiie ettt e e e e e ettt e e e e e e e e e e e e aanbraaeeeaaaaeeeeannnnnes 18
5.2.5. Private key storage on cryptographic Module ..........ccooiiiieiiiiiiiiiiieee e 18
5.2.6.  Private KeY archival .......coui oottt e e e e e e e e r e e e e e e e e e e eananes 18
5.2.7. Private key transfer into or from a cryptographic module .........ccccceeeiiiiiiiiiiiiiieeieee e, 18
5.2.8. Method of activating private KeY ... e e e e 18
5.2.9. Method of deactivating private KeY .......cooo i 18
5.2.10. Method of destroying private KeY ... e e 18
5.3.  Other aspects of Key Pair ManagemENt.........ueeiiiieeeiiiiiiiiiiiiieeee e e e e eeeccitrreee e e e e e e e e e esarsrraaseeeaaaeeens 19
5.3.1.  PUDBIICKEY @rChiVal......ueeieiiieeee ettt e e e e e e e e et ra e e e e e e e e e e e eeannnes 19
5.3.2. K@Y USAEE PEIIOUS ..uvtiiiiiiieeeeeeiiiiciititieeeeeeeeeeesesetttareseeeeaeeseessssssassasseaasasessesaassssrasssssasaesesnansses 19
R Vot i1V L ToTa We [ - P T PSP P PO VS OUSTPPPPOPRON 19
5.4.1. Activation data generation and installation..........ccccceeeeeiieiiiiiiiiiie e 19
5.4.2.  Activation data ProteCtion ......ccccuuiiiiiiiei et e e e e e e e e r e e e e e e e e eanaees 19
5.5, ComMPULETr SECUTNTY CONTIOIS ..uuiiiiiiiii e ettt e e e e et e e e e e e e e e e et r b e e e e e aaeeeeeesnnssrbraseeaaaaaeeas 19
5.6.  Network SECUIitY CONTIOIS ...uuviiiiiiei ettt e e e e e e et e e e e e e e e e e e e nrarraaeeeeaaaaeeas 19
oI 10 o =03 - 10T o] [ o ¥ - PP PPPPPRTN 19

5.8. Life Cycle TeChNICal CONTIOIS . ...uiiiiiii ittt et e e e e e e e e e ara b raeeeaaaaaeeas 20



6.

5.8.1. System development CONTIOIS .......uviiiiiiii it e e e e e et r e e e e e e e e e e e eannes 20

5.8.2. Security management CONTIOIS .......uuiiiiiiiii ittt e e e e e e e e e rer e e e e e e e e e e eeannnes 20
5.8.3. Life cycle SECUNITY CONTIOIS ..ottt e e e e e e e e e e re e e e e e e e e e e e eeannnes 20
ZONE SIGNING ....ceititeeiitte ettt ettt ettt e bt e e s bt e sttt e sabee e s bbeesabeeesabbeesabaeesabeeesabeeesabeeesabeeesarenesareeas 20
6.1. Keylengths and algorithms ... e e e e e e e r e e e e e e e e e e e aannes 20
6.2. Authenticated denial Of @XISTENCE ....cccueiiiiiiiiie e s 20
oI A =4 T Y (U= o] ¢ o F- U PPPUURPRt 20
6.4.  Z0Ne SIBNINE KEY FOI-OVET cccciieieeeee ettt e e e e e e e e e e e ettt b b e e e e e eaaeeeesannnnnes 20
6.5.  Key SINING KEY FOI-OVEN .oeiiiiiieeeee ettt e et e e e e e e e e e e e e eeabbtabaeeeeaeaeeeeesnnnnnes 21
6.6. Signature life-time and re-signing frEQUENCY .......cccuuiiiiiiiie ettt e e e e e e e e e e e e e eannes 21
6.7. Verification of Zone SigNING KEY SET.....uuiiiiiiiii e e e e e e e e e e aaees 21
6.8. Verification Of reSOUINCE rECOIUS. ......ii it 21
6.9. Resource records time-t0-liVe .........cccoiiii ittt 21
COMPLIANCE AUDIT ..ttt ettt ettt ettt e sitee ettt e ettt e e sttt e e sabe e e sube e s aateeesabeeesabeesaabeeesabeeaanbeeesabeeesabeeesarenesareeas 21
7.1.  Frequency of entity compliance audit........ccccuuiiiiiiiiii e 21
7.2.  Identity/qualifications of @UdItOr .......ccuiiiiiiiiiie e e 21
7.3.  Auditor's relationship to audited Party......cccccciiiiiiiiie e 22
7.4. Topics COVEred DY AUt ....cccceeiiiiiiiieiee ettt e e e e e e e e e e e re e e e e e e e e e e e esnnenrraaaees 22
7.5.  Actions taken as a result of defiCieNCY ......ccccuuiiiiiiiieec e 22
7.6 CoMMUNICAtION OF FESUILS ..eeiueiiieiiieie et as 22
LEGAL MATTERS ..ttt ettt ettt ettt ettt ettt ettt ettt sttt e sttt e s bt e st e e e sabe e e sabeeesabeeesabeeesabaeesabeeesabeeesabeeenanes 22
8.0, FES it e et e e e e a e e e e e e e e as 22
8.2.  Financial responSibility ....ccc.uuuiiiiiiiiii e eaaaaaeean 22
8.3. Confidentiality of business iNfOrmMation ...........ceeiiiiii i 22
8.3.1. Scope of confidential INfOrmMation..........ccceeviiii i 22
8.3.2. Types of information not considered confidential........ccccccceeeviiiciiiiiiiiiiic e, 23
8.3.3. Responsibility to protect confidential information .........cccccoeviiiiiiiiiiei e, 23
8.4.  Privacy of personal information ... e a e e e e 23
8.4.1. Information treated as Private.......cccciiiiiiieii et e e e e e e e e e e e e e e e 23
8.4.2. Information Not deemMed PriVate ......cccuuiiiieiieiee e e e e e e e e e 23

8.4.3. Responsibility to protect private information...........ccceeeviiiiiiicccii e, 23



8.4.4. Disclosure Pursuant to Judicial or Administrative ProCess.......ceeeeiiiiviviiiiieiiiiiieee e 23

8.5.  Limitations Of lability ....ccccuueiiiiiieieec e e e e e e e e e e e e e e e aaaeean 23
8.6.  Term and termMiNatioN ....c.uii ittt e sttt e st e e st e e sb e e sb e e e sbeeesbeeeas 24

S N 11~ ¢ o [ PO OP PP 24
8.6.2.  TermMiNAtiON ..ccciiiiiiiiiiiiiiiiiiee e e e e e e 24
8.6.3. Dispute resolution ProViSIONS ........ccccuuiiiiiiiiie et e e e e e e st ee e e e e e e e e e esearsbraaaeeeaaaeeeas 24
8.6.4.  GOVEIMING [AW ceiiiiiiiiiiieeeee ettt e e e e e e e et re e e e e e e e e e e e e s aabsbbaeaeeaaeeeeeesansssrraaaeeaaaaaeeas 24
Appendix A. Table of acronyms and definitions .........cocoi i e e 24
F NS I Yol o] 0 1Y/ 4 L= 24
AL 2. DEFINTTIONS ..ttt ettt e sttt e s bt e e st e e e s abe e e s bt e e sabee e s beeesabeeesabeeesabeeesareeesabeeens 25
Appendix B. HiSTOIY OFf CRANEGES ....vviiiiiiieiiie ittt e ettt e e e e e e e e et te e e e e aaeeeseesnnssbrasaeeaaaaeessannnsnes 26
APPENAIX C. PCH DPS..cceeiiiieeeettee ettt ettt e e e e e e e e e e e et arbeeeeeaaaeesessassabaasaeeaaeeeeesaasssssrasaseaaaaessssannsnes 27

) 9145 +<=849+(((

This document is the Minds + Machines DNSSEC Practice Statement. It states the practices and provisions
employed by Minds + Machines in providing DNSSEC services for all TLDs under management.. ((

1.1. Overview ([

The Domain Name System Security Extensions (DNSSEC) is a set of IETF specifications for adding origin
authentication and data integrity to the Domain Name System (DNS). DNSSEC provides a way for software to
validate that DNS data have not been modified during Internet transit. This is done by incorporating public
key cryptography into the DNS hierarchy to form a chain of trust originating at the Internet root.

DNS was not originally designed with strong security mechanisms to provide integrity and authenticity of DNS
data. Over the years, a number of vulnerabilities have been discovered that threaten the reliability and
trustworthiness of the system. DNSSEC addresses these vulnerabilities by adding data origin authentication,
data integrity verification and authenticated denial of existence capabilities to the DNS.

Minds + Machines provides the management interfaces and operations for zones directly, and partners with
Packet Clearing House (PCH) to provide DNS and DNSSEC services for the zones.

This DPS is specifically applicable to all DNSSEC related operations performed by Minds + Machines.. PCH'’s
DPS will be referenced where appropriate. More generally, this document will provide the governing policies
and provisions as they relate to the management, security, and technical specifications related to managing
zone records and interfacing with PCH to provide DNSSEC signing. This document will be under the control
and management of Minds + Machines. Information in this document and subsequent documents will be made
public as required.

The Minds + Machines DPS is only one of a set of documents relevant to Minds + Machines’ secure
management of the zone. Other documents include: partner entity DPS documents, ancillary confidential
security documents, and operational documents that supplement the DPS by providing more detailed
requirements, such as:



- The Minds + Machines Physical Security Policy - Sets forth security principles governing the DPS
infrastructure

- The Minds + Machines Information and Physical Security Policies and Minds + Machines Security and
Audit Requirements - Describe detailed requirements for Minds + Machines concerning personnel,
physical, telecommunications, and logical management security

- The Key Ceremony Reference Guide - Presents detailed key management operational requirements
In many instances, the DPS refers to these ancillary documents for specific, detailed practices
implementing Minds + Machines proprietary standards where including the specifics in the DPS could
compromise the security of the zone signing operation.
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The Zone Manager is Minds + Machines.
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The Zone Administrator is Minds + Machines.
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The Zone Maintainer is Minds + Machines performing the function of receiving change requests to the Zone,
implementing the changes, generating a new Zone File and publishing the Zone.
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Minds + Machines serves as the operator for the zone management servers. PCH serves as the operator for
the zone DNS servers.
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The Zone Key Signing Key Operator is Packet Clearing House. PCH performs the function of generating and

storing the Zone's KSK, and signing the keyset using the KSK. Minds + Machines is responsible for submitting
the zone’s DS record to IANA for insertion into the root zone..
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PCH acts as the ZSK Operator, performing the function of generating and storing the ZSK, and signing the Zone
File using the ZSK.
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The child zone managers are trustees for the delegated domain, and as such are responsible for providing
their own DNS services and operating subordinate DNS servers. In regard to DNSSEC, the child zone manager
is also responsible for:

(1) Generating the keys associated with the zone using a trustworthy method.

(2) Registering and maintaining the Delegation Signer Resource Record in the parent zone to establish the
chain of trust.

(3) Taking reasonable precautions to prevent any loss, disclosure or unauthorized use of the keys
associated with the zone.

(4) Issuing an emergency key roll-over within a reasonable time if any key associated with the zone is lost

or suspected to have been compromised.
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This DPS will be periodically reviewed and updated, as appropriate, by the Minds + Machines Policy
Management Authority (PMA). The PMA is responsible for the management of the DPS and should be
considered as the point of contact for all matters related to the DPS.
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Minds + Machines
32 Nassau Street, Dublin 2
Ireland.
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DNSSEC Policy Management Authority
32 Nassau Street, Dublin 2

Ireland.

Tel +353 1 6778933

Fax: 03/3(P2Q)(K33(/11R
support@mindsandmachines.com
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Amendments to this DPS are made by the Minds + Machines DNSSEC Policy Management Authority (PMA).
Amendments will be in the form of either a document containing an amended form of the DPS or an update.
Amended versions and updates will be linked to the DNSSEC Practices Updates and Notices section of the
Minds + Machines Repository located at: http://www.mindsandmachines.com /DNSSEC/index.xhtml. Updates
supersede any designated or conflicting provisions of the referenced version of the DPS.

Minds + Machines and the PMA reserve the right to amend the DPS without notification for amendments that
are not material, including, without limitation, corrections of typographical errors, changes to URLs, and
changes to contact information. The PMA's decision to designate amendments as material or non-material is
within the PMA's sole discretion. Proposed amendments to the DPS will appear in the DNSSEC Practices
Updates and Notices section of the Minds + Machines Repository, which is located at:
http://www.mindsandmachines.com/DNSSEC/index.xhtml.

The PMA solicits proposed amendments to the DPS from other Minds + Machines subdomain participants. If
the PMA considers such an amendment desirable and proposes to implement the amendment, the PMA will



provide notice of such amendment in accordance with this section. Notwithstanding anything in the DPS to
the contrary, if the PMA believes that material amendments to the DPS are necessary immediately to stop or
prevent a breach of the security of any portion of it, Minds + Machines and the PMA are entitled to make such
amendments by publication in the Minds + Machines Repository. Such amendments will be effective
immediately upon publication.
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Minds + Machines publishes the DPS in the repository section of Minds +
Machines' web site at:
http://www.mindsandmachines.com/DNSSEC/index.xhtml.

Packet Clearing House publishes its DPS on the PCH website at:
http://pch.net/dnssemedia/dps/PCHDPS24junl1l.pdf
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The public portion of the KSK will be published in the root zone.

2.3. B,,"$%(,&" -H&ES(& " (" CESH-&HH"S(((

Information published in the repository portion of the Minds + Machines web site is publicly accessible
information. Read-only access to such information is unrestricted. Minds + Machines has implemented logical
and physical security measures to prevent unauthorized persons from adding, deleting, or modifying
repository entries.
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DNSSEC provides mechanisms for ensuring that the origin of the DNS data is consistent with the information
in the registry. It does NOT provide any way of determining the legal entity behind the domain name, or the
relevance of the domain name itself.
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DNSSEC for a child zone is activated by the publishing in the Zone of a DS record for that child zone,
establishing a chain of trust from the Zone to the Child Zone. The DS record is published in the zone after
being submitted to Minds + Machines through the Child Zone’s sponsoring registrar.
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Minds + Machines does not perform any verification of the identity and authority of the child zone manager as
it only applies changes received from accredited Registrars.
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Minds + Machines applies changes to the Zone file based on requests from Registrars.
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The removal of DS records (stale or active) can only be requested by the Child Zone manager.
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Minds + Machines has implemented the Minds + Machines Physical Security Policy, which supports the
security requirements of this DPS. Compliance with these policies is included in Minds + Machines’
independent audit requirements described in section 7. Minds + Machines’ Physical Security Policy contains
sensitive security information and is available only upon written agreement with Minds + Machines. An
overview of the requirements is described below.
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Minds + Machines DNSSEC operations are conducted within a physically protected environment that deters,
prevents, and detects unauthorized use of, access to, or disclosure of sensitive information and systems,
whether covert or overt. Minds + Machines also maintains disaster recovery facilities for its operations. Minds
+ Machines’ disaster recovery facilities are protected by multiple tiers of physical security comparable to
those of Minds + Machines’ primary facility.
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A variety of physical security systems are used to ensure that unauthorized personnel have no access to
sensitive equipment or data.

All servers containing sensitive data are physically secured. Only a controlled list of people can obtain access.
All internal networks are isolated from public access, and external Internet links are firewall-protected to
prevent intrusion.

Physical precautions inside the server rooms include 24 /7 video cameras to alert security personnel in case of
intrusion. Alarms are fitted to all doors that access the datacenters. Trained Datacenter security staff are
present at all times. Appropriate personnel will be contacted when necessary to help contain a situation as per
the incident escalation procedure.



Access to the server room is controlled via a two-factor authentication system. All access to the server room is
logged and archived. Lost or stolen access card are immediately deactivated. Closed circuit TV is in place at all
sites.
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Minds + Machines’ secure facilities are equipped with primary and backup power systems to ensure
continuous, uninterrupted access to electric power and heating/ventilation/air conditioning systems to
control temperature and relative humidity.
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Minds + Machines has taken reasonable precautions to minimize the impact of water exposure to Minds +
Machines systems.
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Minds + Machines has taken reasonable precautions to prevent and extinguish fires or other damaging

exposure to flame or smoke. Minds + Machines' fire prevention and protection measures have been designed
to comply with local fire safety regulations.
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All media containing production software, as well as media containing data, audit, archive, and backup
information is stored within Minds + Machines facilities or in a secure off-site storage facility with appropriate

physical and logical access controls designed to limit access to authorized personnel and protect such media
from accidental damage (e.g., water, fire, and electromagnetic).
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Sensitive documents and materials are shredded before disposal. Media used to collect or transmit sensitive
information are rendered unreadable before disposal. Cryptographic devices are physically destroyed or
randomised in accordance with the manufacturers' guidance prior to disposal. Other waste is disposed of in
accordance with Minds + Machines' normal waste disposal requirements.
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Minds + Machines performs routine backups of critical system data, audit log data, and other sensitive
information. Off-site backup media are stored in a physically secure manner using a bonded third-party
storage facility and Minds + Machines' disaster recovery facility.
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Trusted Persons include certain employees, contractors, and consultants who have been given permission to
access or control operations that may materially affect:

- Secure addition and storage of Child Zone DS records to the zone management system



- Secure export of zone data to PCH
Trusted Persons include, but are not limited to:

- Naming provisioning and resolution operations personnel;

- Security personnel;

- System administration personnel;

- Designated engineering personnel; and

- Executives who are designated to manage infrastructure trustworthiness.

Minds + Machines considers the categories of personnel identified in this section as Trusted Persons having a
Trusted Position. Persons seeking to become Trusted Persons by obtaining a Trusted Position must
successfully complete the screening requirements set out in this DPS.
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Minds + Machines has established, maintains, and enforces rigorous control procedures to ensure the
segregation of duties based on job responsibility and to ensure that multiple Trusted Persons are required
to perform sensitive tasks. Policy and control procedures are in place to ensure segregation of duties
based on job responsibilities.

The most sensitive tasks, such as access to and management of zone data storage require multiple Trusted
Persons. These internal control procedures are designed to ensure that, at a minimum, two trusted personnel
are required to have either physical or logical access to the device.
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For all personnel seeking to become Trusted Persons, verification of identity is performed through the
personal (physical) presence of such personnel before Trusted Persons performing Minds + Machines Human
Resource or security functions and a check of well-recognized forms of identification (e.g., passports and
driver's licenses). Identity is further confirmed through the background checking procedures in DPS section
4.3. Minds + Machines ensures that personnel have achieved Trusted Status and departmental approval has
been given before such personnel are:

- issued access devices and granted access to the required facilities
- issued electronic credentials to access and perform specific functions on Minds + Machines IT systems.
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Tasks requiring separation of duties include, but are not limited to, the development and deployment of zone
administration software, and the management of zone data storage.

4.3. S"H#P&™ " "'6(8& " -#&6F(((
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Minds + Machines requires that personnel seeking to become Trusted Persons present proof of the requisite
background, qualifications, and experience needed to perform their prospective job responsibilities
competently and satisfactorily, as well as proof of any government clearances or proof of any citizenship
necessary to perform operations under government contracts where necessary.
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Prior to commencement of employment in a Trusted Role, Minds + Machines conducts background checks that
may include the following:

- Confirmation of previous employment

- Check of professional references

- Confirmation of the highest or most relevant educational degree obtained

- Check of credit/financial records to the extent allowed by national laws for the individual's country of
residence

To the extent that any of the requirements imposed by this section cannot be met due to a prohibition or
limitation in local law or other circumstances, Minds + Machines will utilize a substitute investigative
technique permitted by law that provides substantially similar information, including, but not limited to,
obtaining a background check performed by the applicable governmental agency.

The factors revealed in a background check that may be considered grounds for rejecting candidates for
Trusted Positions or for taking action against an existing Trusted Person generally include, but are not limited
to, the following:

- Misrepresentations made by the candidate or Trusted Person
- Highly unfavorable or unreliable professional references

- Indications of a lack of financial responsibility

- Certain criminal convictions

Reports containing such information are evaluated by Minds + Machines’ human resources and security
personnel, who determine the appropriate course of action in light of the type, magnitude, and frequency of
the behaviour uncovered by the background check.

Such actions may include measures up to and including the cancellation of offers of employment made to
candidates for Trusted Positions or the termination of existing Trusted Persons. The use of information
revealed in a background check to take such actions is subject to applicable laws.
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Minds + Machines provides its personnel with training upon hire as well as the requisite on-the-job training
needed for them to perform their job responsibilities competently and satisfactorily. Minds + Machines
periodically reviews and enhances its training programs as necessary.

Minds + Machines' training programs are tailored to the individual’s responsibilities and include the following
as relevant:

» Basic DNS/DNSSEC concepts

* Job responsibilities

 Use and operation of deployed hardware and software
« Security and operational policies and procedures

¢ Incident and compromise reporting and handling

« Disaster recovery and business continuity procedures
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Minds + Machines provides refresher training and updates to their personnel to the extent and frequency
required to ensure that such personnel maintain the required level of proficiency to perform their job
responsibilities competently and satisfactorily.
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Personnel are rotated and replaced as needed.
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Appropriate disciplinary actions are taken for unauthorized actions with respect to this DPS and/or other
violations of Minds + Machines policies and procedures. Disciplinary actions may include measures up to and
including termination and are commensurate with the frequency and severity of the unauthorized actions and
relevant labour law.
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In limited circumstances, independent contractors or consultants may be used to fill Trusted Positions. Any
such contractor or consultant is held to the same functional and security criteria that apply to Minds +
Machines employees in a comparable position. Independent contractors and consultants who have not
completed or passed the background check procedures specified in DPS section 4.3 are permitted access to
Minds + Machines' secure facilities only to the extent they are escorted and directly supervised by Trusted
Persons at all times.
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Minds + Machines provides its employees the requisite training and other documentation needed to perform
their job responsibilities competently and satisfactorily.
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Minds + Machines manually or automatically logs the following significant events:
Zone updates:

- Addition, update, and removal of DS records
- Transfer of zone to PCH

Security-related events, including:

- Successful and unsuccessful system access attempts

- Security system actions performed by trusted personnel

- Security sensitive files and records read, written and deleted
- Security profile changes

- System crashes, hardware failures and other anomalies

- Firewall and router activity

- Facility visitor entry/exit

- System changes and maintenance/system updates

- Incident response handling

Log entries include the following elements:



- Date and time of the entry

- Identity of the entity making the journal entry

- Serial or sequence number of entry, for automatic journal entries
- Kind of entry

- Other events as appropriate

All types of audit information will contain correct time and date information.
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Audit logs are periodically examined for significant security and operational. In addition, Minds + Machines
reviews its audit logs for suspicious or unusual activity in response to alerts generated due to irregularities
and incidents within the Minds + Machines systems. Audit log processing consists of a review of the audit logs
and documentation for all significant events. Audit log reviews include a verification that the log has not been

tampered with and an investigation of any alerts or irregularities in the logs. Actions taken based on audit log
reviews are also documented.
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All audit data collected in terms of section 4.4.1 are retained on-site for at least one (1) year after creation and
are thereafter archived for at least 7 years.

The media holding the audit data and the applications required to process the information will be maintained
to ensure that the archive data can be accessed for the time period set forth in this DPS.
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Audit logs are protected with an electronic audit log system that includes mechanisms to protect the log files
from unauthorized viewing, modification, deletion, or other tampering.
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Minds + Machines incrementally backs up electronic archives of logs on a daily basis and performs full
backups on a weekly basis. Copies of any paper-based records will be maintained in a secure facility.
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Automated audit data are generated and recorded at the application, network and operating system levels.
Manually generated audit data are recorded by Minds + Machines personnel.

Electronic information is incrementally backed up and copies of paper-based records are made as new
records are entered in the archive. These backups are maintained in a secure facility.
G*'G'L* - &-h7%h,5-%& " (-&(" 1" " -7, 5>8h" F($> b, -(((

Where an event is logged by the audit collection system, no notice is required to be given to the individual,
organization, device, or application that caused the event.
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Events in the audit process are logged, in part, to monitor system vulnerabilities. Security vulnerability
assessments (SVAs) are performed and reviewed following an examination of these monitored events. SVAs
are based on automated logging data and are performed on a regular basis. An annual SVA will be an input to
an entity's annual compliance audit.
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Backups of audit data and database records are kept in secure off-site storage and are available in the
event of a compromise or disaster. Back-ups of private keys will be generated and maintained in
accordance with the DPS section 5.2.4.
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In the event of the corruption of computing resources, software, and/or data, such an occurrence is reported
to Minds + Machines Information Security and Minds + Machines' incident handling procedures are
implemented. Such procedures require appropriate escalation, incident investigation, and incident response.
If necessary, Minds + Machines' key compromise or disaster recovery procedures will be implemented.
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Upon the suspected or known compromise of the KSK, Minds + Machines' Key Compromise Response
procedures are implemented by the Minds + Machines Security Response Team (SRT). This team works with
PCH to, assess the situation, develop an action plan, and implement the action plan with approval from Minds
+ Machines executive management.
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Upon the suspected or known compromise of the ZSK, Minds + Machines' Key Compromise Response
procedures are implemented by the Minds + Machines Security Response Team (SRT). This team works with
PCH to, assess the situation, develop an action plan, and implement the action plan with approval from Minds
+ Machines executive management.

GH/AGH T>$h™ "$$(8& ™ -4 SH-A(5 " @O4(<US5S-"#(; ", &1"#A(B5C5 . h6k-

Minds + Machines adheres to the escrow requirements required by ICANN and has also implemented a secure
disaster recovery site that is physically and geographically separate from Minds + Machines' principal secure
facilities. Minds + Machines has developed, implemented and tested business continuity and IT disaster
recovery plans to mitigate the effects of natural, man-made, and technological disasters. These plans are
regularly tested, validated, and updated to be operational in the event of any incident or disaster. Detailed
business continuity and IT disaster recovery plans are in place to address the restoration of information
systems services and key business functions.

Minds + Machines has in place a formal Incident Response Team that is supported by a formal Corporate
Incident Management Team (CIMT) and business unit Business Continuity Teams to respond to and manage



any incident or disaster that impacts Minds + Machines employees, operations, environments, and/or
facilities. Minds + Machines' IT disaster recovery site implements the physical security protections and
operational controls required by Minds + Machines Physical Security Policies and Minds + Machines Security
and Audit Requirements to provide for a secure and sound backup operational environment. In the event of a
natural or man-made, or technological incident or disaster that requires temporary or permanent cessation of
operations from Minds + Machines' primary facility, Minds + Machines' business continuity and IT disaster
recovery process is initiated by the Minds + Machines Incident Response Team (IRT) and Corporate Incident
Management Team (CIMT). Minds + Machines has the capability to restore or recover essential operations
following a disaster with, at a minimum, support for the following functions:

- Communication with the public
- Distribution of zone data to PCH network

Minds + Machines’ disaster recovery environment is synchronized regularly with the production system
within the time limits set forth in the Minds + Machines Information and Physical Security Policies. Minds +
Machines’ disaster recovery environment is protected by physical security protections comparable to the
physical security tiers specified in DPS section 4.1.2. Minds + Machines’ business continuity and IT disaster
recovery plans have been designed to provide full recovery of critical functionality following any incident or
disaster occurring at Minds + Machines’ primary site. Minds + Machines tests its environment at its primary
site to support all functions to include DNSSEC functions following all but a major disaster that would render
the entire facility inoperable. Results of such tests are reviewed and kept for audit and planning purposes.
Where possible, operations are resumed at Minds + Machines’ primary site as soon as possible following any
incident or disaster. Minds + Machines maintains redundant hardware and backups of its infrastructure
system software at its IT disaster recovery facility.
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Minds + Machines has adopted a DNSSEC termination plan in the event that Packet Clearing House is replaced
as the DNS provider. Minds + Machines will co-ordinate with all required parties in order to execute the
transition in a secure and transparent manner.

/¢ 4V8d - 98BU(HV8=; 94\ (8+ - 4 ; +UH((

5.1, JUASSH(]" " 558" (5" @(9 " $-5665-H& " ((

/9% I ACSHHF"™ " #5-4& ™ (((

See PCH DPS.
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See PCH DPS.
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See PCH DPS.
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Any KSK or ZSK private key will be used only for signing the relevant zones’ RRsets or self-signing its own
DNSKEY RR sets to provide proof of possession of private key.

Any resulting RRSIG record will not have a validity period longer than 7 days and will not extend more than 7
days into the future.
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See PCH DPS.
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See PCH DPS
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See PCH DPS
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Private components of KSKs and ZSKs are not escrowed.
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See PCH DPS
751/ SHALS-" (W AS-&#5F" (& (, #AC-&FH#5CMb, (P&@>6"((

See PCH DPS
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See PCH DPS
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See PCH DPS
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See PCH DPS
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See PCH DPS
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See PCH DPS
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See PCH DPS
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See PCH DPS
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See PCH DPS
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Minds + Machines ensures that the systems maintaining key software and data files are Trustworthy Systems
secure from unauthorized access. In addition, Minds + Machines limits access to production servers to those
individuals with a valid business reason for such access. General application users do not have accounts on
production servers.

Minds + Machines requires the use of passwords that have a minimum character length and a combination of
alphanumeric and special characters. Minds + Machines requires that passwords be changed on a periodic
basis.
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Minds + Machines performs all its online signing functions using networks secured in accordance with the
Minds + Machines Information and Physical Security Policies to prevent unauthorized access and other
malicious activity. Minds + Machines protects its communications of sensitive information through the use of
encryption and digital signatures.

Minds + Machines’ production network is logically separated from other components. This separation
prevents network access except through defined application processes. Minds + Machines uses firewalls to
protect the production network from internal and external intrusion and to limit the nature and source of
network activities that may access production systems that are related to key signing activities.

5.7. 4%?"$-52Ch"F(
Time derived from the procedure will be used for time-stamping of
- Electronic and paper based audit log records

- DNSSEC signature expiration and inception times

Asserted times are required to be reasonably accurate.
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Applications are developed and implemented by Minds + Machines in accordance with Minds + Machines
systems development and change management standards. All Minds + Machines software deployed on
production systems can be traced to version control repositories.
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Minds + Machines has mechanisms and/or policies in place to control and monitor the configuration of its
systems. Minds + Machines creates a hash of all software packages installed on production systems. This hash
may be used to verify the integrity of such software for forensic purposes, although in practice host-based
intrusion detection is used to alert when critical software packages are modified.
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Updates critical to the security and operations of the zone management system will be applied after
formal testing and approval. The origin of all software and firmware will be securely authenticated by
available means.
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Minds + Machines provides Packet Clearing House with a complete, unsigned zone file. PCH signs this file
using the ZSK previously generated and stored by PCH. PCH adds the Next Secure 3 Records (NSEC3) and
creates signatures for all relevant records. The Zone is then distributed throughout the PCH network.
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See PCH DPS.
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Authenticated denial of existence will be provided through the use of NSEC3 records as specified in RFC 5155
[RFC5155].
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See PCH DPS.
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See PCH DPS.
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See PCH DPS.
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See PCH DPS.
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See PCH DPS.
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The Extractor/Validator system verifies all resource record signatures prior to distribution. The integrity of
the unsigned zone contents is also validated prior to distribution.
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DNSKey 24 hours

Delegation Signer (DS) 24 hours

RRSIG same as the covered RR (varies to a maximum of

48 hours)
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An annual compliance audit for DNSSEC operations examination is performed for Minds + Machines’ data
center operations supporting Minds + Machines’ zone management services.
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Compliance audits are conducted at least annually.
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Minds + Machines’ compliance audits are performed by a public accounting firm that demonstrates
proficiency in DNSSEC public key infrastructure technology, information security tools and techniques,
security auditing, and the third-party attestation function, and is accredited by the Association of Chartered
Certified Accountants (ACCA) or similar body, which requires the possession of certain skill sets, quality
assurance measures such as peer review, competency testing, standards with respect to proper assignment of
staff to engagements, and requirements for continuing professional education.
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Compliance audits of Minds + Machines’ operations are performed by a public accounting firm that is
independent of Minds + Machines.
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The scope of Minds + Machines’ annual compliance audit includes all zone management services.
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With respect to compliance audits of Minds + Machines’ operations, significant exceptions or deficiencies
identified during the compliance audit will result in a determination of actions to be taken. This
determination is made by Minds + Machines management with input from the auditor. Minds + Machines
management is responsible for developing and implementing a corrective action plan. If Minds + Machines
determines that such exceptions or deficiencies pose an immediate threat to the security or integrity of the
Zone, a corrective action plan will be developed within 30 days and implemented within a commercially
reasonable period of time. For less serious exceptions or deficiencies, Minds + Machines management will
evaluate the significance of such issues and determine the appropriate course of action.
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A copy of Minds + Machines’ Management Assertion can be
found at : http://www.mindsand machines.com.
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Not applicable.

8.2, [H"5",456(H"$C& " $h_ hH-A((

Not applicable.
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The following records shall be kept confidential and private (Confidential/Private Information):
- Private keys and information needed to recover such Private Keys

- Transactional records (both full records and the audit trail of transactions)
- Audit trail records created or retained by Minds + Machines



- Auditreports created by Minds + Machines (to the extent such reports are maintained), and their
respective auditors (whether internal or public)
- Contingency planning and disaster recovery plans
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All information pertaining to the database of top level domains is public information. Public Keys, Key
Revocation, and other status information, as well as Minds + Machines repositories and information contained
within them are not considered Confidential/Private Information.
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Minds + Machines secures confidential information against compromise and disclosure to third parties.
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To the extent Minds + Machines receives or processes, on behalf of a customer, personally identifiable
information in the course of providing Zone services, such PII is treated as private in accordance with the
terms of Minds + Machines’ agreements with Registrars and Minds + Machines’ Privacy Policy as set forth
at http://www.mindsandmachines.com, and relevant local law.
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Subject to applicable laws, all information required to be published as part of a Whois database is deemed
not private.
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In providing Zone services, Minds + Machines acts as a data controller and/or processor, and any obligations
that Minds + Machines may have with respect to any personally identifiable information is governed, subject
to applicable law, by the terms of Minds + Machines’ agreements with registrars and to the extent not
governed by any applicable Registry Registrar agreement, by Minds + Machines’ Privacy Policy as set forth at
http://www.mindsandmachines.com
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Minds + Machines shall be entitled to disclose Confidential/Private Information if, in good faith, Minds +
Machines believes that disclosure is necessary in response to judicial, administrative, or other legal process,
such as subpoenas, interrogatories, requests for admission, and requests for production of documents, subject
to applicable laws.

8.5. UN2H-5-48 " $(&7(645 - ¥6-A(((

Minds + Machines shall not be liable for any financial loss or loss arising from incidental damage or
impairment resulting from its performance of its obligations hereunder or the Zone Manager’s or the Zone
KSK and ZSK Operator's performance of their respective obligations under this DNSSEC Practice Statement
for the Zone KSK and ZSK Operator. No other liability, implicit or explicit, is accepted.
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The DPS becomes effective upon publication in the Minds + Machines Repository. Amendments to this DPS
become effective upon publication in the Minds + Machines repository.
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This DPS as amended from time to time and will remain in force until it is replaced by a newer version.
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Disputes among DNSSEC participants shall be resolved pursuant to provisions in the applicable agreements
among the parties. Disputes, if instigated, involving Minds + Machines require an initial negotiation period
followed by litigation.
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This DPS shall be governed by the laws of the Republic of Ireland.
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AD Authentic Data Flag
AICPA American Institute of Certified Public Accountants
BIND Berkley Internet Name Domain
CcC Common Criteria
CD Checking Disabled
DNS Domain Name System
DNSKEY Domain Name System Key
DNSSEC Domain Name System Security Extensions
DO DNSSEC OK Flag
DPS DNSSEC Practices Statement
DS Delegation Signer
EAL Evaluation Assurance Level (pursuant to the Common
Criteria)
COM COM Zone
FIPS Federal Information Processing Standards
FISMA Federal Information Security Management Act
HSM Hardware Security Module
ISO International Organization for Standardization
KSKO Key Signing Key Operator
NIST National Institute of Standardization of Technology
NS Name Server
NSEC NextSecure




NSEC3

NextSecure3

PKI Public Key Infrastructure

PMA Policy Management Authority

RFC Request for Comments

RRSIG Resource Record Signature

SEP Secure Entry Point

SHA Secure Hash Algorithm

SOA Start of Authority

SP NIST Special Publication

TLD Top Level Domain

TSIG Transaction Signature

TTL Time To Live

VERT Minds + Machines Emergency Response Team
SRT Minds + Machines Security Response Team
ZSKO Zone Signing Key Operator

(
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Chain of Trust

DNS keys, signatures and delegation signer records linked
together forming a chain of signed data.

Compromise

A violation (or suspected violation) of a security policy, in
which an unauthorized disclosure of, or loss of control over,
sensitive information may have occurred. With respect to
private keys, a Compromise is a loss, theft, disclosure,
modification, unauthorized use, or other modification,
unauthorized use, or other compromise of the security of
such private key.

Compliance Audit

A periodic audit that a Processing Center, Service Center,
Managed PKI Customer, or Gateway Customer undergoes to
determine its conformance with standards that apply to it.

Confidential/Private Information

Information required to be kept confidential and private.

Delegation Signer (DS)

Delegation Signer (DS) is one of the resource records in the
zone file indicating that the delegated zone is digitally signed.
It also assures that the parent zone recognizes the indicated
key for the delegated zone.

Intellectual Property Rights (IPR)

Rights under one or more of the following: any copyright,
patent, trade secret, trademark, and any other intellectual
property rights.

Island of Security

A signed zone that does not have a chain of trust from the
parent zone.

Key Generation Ceremony

A procedure whereby a key pair is generated, its private key
is transferred into a cryptographic module, its private key is
backed up, and/or key sets are signed.

Key Signing Key (KSK)

A key that signs the key set.

Management Review

Compliance audit of the entity or as part of the overall risk
management process in the ordinary course of business.

Offline HSM

HSMs that are maintained offline for security reasons in order
to protect them from possible attacks by intruders by way of
the network. These HSRTs do not directly sign the zone file




Online HSM

HSMs that sign the Zone file under the Zone Signing Key are
maintained online so as to provide continuous signing
services.

Parent Zone

The zone which is one level higher.

Policy Management Authority (PMA)

The organization within Minds + Machines responsible for
promulgating this policy.

Public Key Infrastructure

The architecture, organization, techniques, practices, and
procedures that collectively support the implementation and
operation of a public key cryptographic system.

Regulated Financial Institution

A financial institution that is regulated, supervised, and
examined by governmental, national, state or provincial, or
local authorities having regulatory authority over such
financial institution based on the governmental, national,
state or provincial, or local laws under which such financial
institution was organized and/or licensed.

Resource Record Signature (RRSIG)

Signature data in the zone file.

RSA

A public key cryptographic system invented by Rivest,
Shamir, and Adelman.

Secret Share

A portion of a private key or a portion of the activation data
needed to operate a private key under a Secret Sharing
arrangement.

Supplemental Risk

A review of an entity by Minds + Machines following
incomplete or exceptional findings in a compliance audit of
the entity or as part of the overall risk management process
in the ordinary course of business.

Trusted Position

The positions within the DNSSEC operations that must be
held by a Trusted Person.

Minds + Machines

Means, with respect to each pertinent portion of this, Minds +
Machines, Inc. and/or any wholly owned Minds + Machines
subsidiary responsible for the specific operations at issue.

Repository

DNSSEC related information made accessible online.

Zone

A boundary of responsibility for each domain.

Zone Signing Key (ZSK)

A key that signs the COM Zone
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Packet Clearing House

PCH DPS

Packet Clearing House
DNSSEC Practice Statement

Most recently updated: 24 June 2011

This document states the Domain Name System Security Extensions policies and practices in effect in
Packet Clearing House’s operations in its role as DNSSEC Zone Operator on behalf of multiple domain
registries. It describes the practices and provisions that PCH employs in providing key management and
zone signing services.

DNSSEC Policy Management Authority
Packet Clearing House

572-B Ruger Street, Box 29920

The Presidio of San Francisco

San Francisco, California 94129-0920 USA
+1 415831 3100

https://pch.net/dnssec
dnssec-pma@pch.net

@ @ @ Published under the Creative Commons Attribution-ShareAlike (CC BY-SA) License, which is included by reference.
= https://creativecommons.org/licenses/by-sa/3.0/legalcode
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1 Introduction

This document (this “DPS”) is PCH’s statement of security practices that are applied to its DNS Security
Extensions (DNSSEC) operations. This DPS conforms with the RFC-draft DNSSEC Policy & Practice
Statement Framework, version 4, at the time this DPS was last revised. The DPS is one of several
documents relevant to PCH DNSSEC operations. Other relevant documents are PCH’s baseline security
standard, PCH’s information security policy, PCH’s business contingency plan, and PCH’s Memorandum
of Understanding, all of which are published under a Creative Commons Attribution-ShareAlike license,
pursuant to Section 2.1 of this document. In some cases, PCH may have a Service Agreement or other
agreement containing terms and conditions applicable to PCH’s DNSSEC operations that applies
bilaterally between PCH and a countersignatory and is private, at the countersigner’s request. In some
cases, these documents are referenced in this DPS.

1.1 Overview

DNSSEC is a set of records and protocol modifications that provide authentication of the signer of the
DNS data, verification of integrity of the DNS data against modification, non-repudiation of DNS data that
have been signed, and authenticated denial of existence of DNS records. DNS data secured with
DNSSEC are cryptographically signed and incorporate asymmetric cryptography in the DNS hierarchy,
whereby trust follows the same chain as the DNS tree, meaning that trust originates from the root and is
delegated in the same way as the control of a domain. DNSSEC does not enhance the availability of DNS
data, nor does it provide any form of confidentiality.

The DPS is only one of a set of documents relevant to PCH’s DNSSEC operations. Other documents
include ancillary security and operational documents that supplement the DPS by providing more detailed
requirements, such as the Key Ceremony Reference Guide, which presents detailed key management
operational procedures. In some instances, where including the specifics are not relevant to the purpose
of the DPS, the DPS refers to these ancillary documents for specific, detailed practices implementing
PCH policies.

1.2 Document name and identification

Document title: DNSSEC Practice Statement (DPS)
Created: 3 March 2011 by Richard Lamb
Updated: 22 March 2011 by Michael Lee
Updated: 14 April 2011 by Bill Woodcock
Updated: 24 June 2011 by Bill Woodcock

1.3 Community and applicability

Roles and delegation of liability are as follows.

1.3.1 Registry

Each Registry bears responsibility for its respective domain and administers domain names that identify
zones subsidiary to its zone. This means that the Registry manages all data that are related to a domain
name. The Registry is also responsible for the publication of trust anchors (TA) and the registration and

maintenance of delegation signer (DS) resource records in the parent zone.

PCH in its role as DNSSEC Zone Operator (DZO) is responsible for generating key pairs and protecting
the confidentiality of the private component of the Key Signing Keys (KSKs) and Zone Signing Keys
(ZSKs). PCH is also responsible for securely signing all authoritative DNS resource records in the
Registry’s zone.

1.3.2 Registrars

A Registrar is the party responsible for the administration and management of domain names on behalf of
Registrants. The Registrar handles the registration, maintenance, and management of a Registrant’s
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domain name and is accredited by the Registry. The Registrar is responsible for securely identifying the
Registrant of a domain. The Registrar is responsible for adding, removing, or updating specified DS
records for each domain at the request of the Registrant.

1.3.3 Registrants

A Registrant is the physical or legal entity that enjoys beneficial control over a domain name. Registrants
are responsible for generating and protecting their own keys and registering and maintaining their DS
records through the Registrar. Registrants are responsible for issuing an emergency key rollover if keys
are suspected of being compromised or have been lost.

1.3.4 Relying party

A Relying Party is an entity that relies on DNSSEC, such as security-aware validating resolvers and other
applications that perform validation of DNSSEC signatures. The relying party must properly configure and
update the trust anchors as appropriate. The automated method described in RFC 5011 may be used.

Relying parties must also stay informed of any relevant DNSSEC-related events in the Registry’s domain.

1.3.5 Applicability

Each Registrant is responsible for determining the relevant level of security for its domain. This DPS is
exclusively applicable to PCH DNSSEC operations and describes the procedures and security controls
and practices applicable when managing and employing keys and signatures for PCH’s signing of a client
Reqistry’s zone.

With the support of this DPS, each relying party must evaluate its own environment and its associated
threats and vulnerabilities to determine the level of trust it may assign to DNSSEC in its domain and the
level of risk it is willing to accept.

1.4 Specification administration

This DPS may be updated from time to time by the PCH DNSSEC Policy Management Authority (PMA),
including, without limitation, revisions that reflect modifications in systems or procedures that affect the
content of this DPS or PCH DNSSEC operations. The PMA is responsible for the management of the
DPS and should be considered the point of contact for all matters related to the DPS.

1.4.1 Specification administration organization

Packet Clearing House

572-B Ruger Street, Box 29920

The Presidio of San Francisco

San Francisco, California 94129-0920 USA

1.4.2 Contact information

DNSSEC Policy Management Authority
Packet Clearing House

572-B Ruger Street, Box 29920

The Presidio of San Francisco

San Francisco, California 94129-0920 USA
+1 415 831 3100 main voice

+1 415 831 3101 fax
https://pch.net/dnssec
dnssec-pma@pch.net

1.4.3 Specification change procedures

Amendments to this DPS are made by the PCH DNSSEC PMA. Amendments are either made in the form
of amendments to the existing document or published in a new version of the document. This DPS and
any amendments to it are published at https://pch.net/dnssec. Only the most recent version of this DPS
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and any amendments to it, as published by PCH, are applicable. PCH reserves the right to amend or
restate the DPS and any amendments to it from time to time without prior notification. Any changes are
effective immediately upon publication by PCH. The decision to designate amendments as material or
non-material is within the PMA's sole discretion.

2 Publication and Repositories

2.1 Publication site

PCH publishes DNSSEC-relevant information on PCH’s website at https://pch.net/dnssec. The electronic
version of this DPS at this specific address is the official version. Notifications relevant to PCH DNSSEC
operations are distributed by PGP-signed email originating from dnssec-announce @pch.net.

2.2 Publication of key signing keys

Each Registry is responsible for publishing its KSKs in the form of a DNSKEY and DS as follows:
= Registry’s website
= Directly in the parent zone (only DS; when available)

= Emergency KSK according to section 4.5.3.
The public part of the Registry’s KSK may be signed with its official PGP-key. PCH may publish copies or

links to this information, but the Registry’s site remains the authoritative source for such information.
2.3 Access control

Information concerning DNSSEC published at https://pch.net/dnssec is available to the general public.

3 Operational Requirements

3.1 Meaning of domain names

A domain name is a unique identifier that is often associated with services such as web hosting or email.
As DZO, PCH exercises no control and asserts no policy over the meaning, content, or form of the
domain names contained within the zones it operates.

3.2 Activation of DNSSEC for child zone

DNSSEC is activated by at least one DS record for a zone being published within the zone’s parent zone,
which establishes a chain of trust from the root of the DNS to the child zone. As DZO, PCH presumes that
DS records contained in zones provided to it by Registries are correct and does not perform any specific
controls. Registries incorporate DS records into unsigned zones supplied to PCH just as they do NS and
other resource records.

3.3 Identification and authentication of child zone manager

It is the responsibility of the Registrar to securely identify and authenticate the Registrant through a
suitable mechanism and in compliance with the contract between Registry and Registrar. PCH performs
no controls over the identity or authenticity of Registrants.

3.4 Registration of delegation signer resource records

DS records may be generated by or on behalf of Registrants and passed from Registrant to Registrar to
Registry in any manner defined by the policies and procedures of the relevant entities. PCH accepts
those DS records as resource records embedded within the unsigned zones supplied to PCH by
Registries.
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3.5 Method to prove possession of private key

PCH does not perform any controls with the aim of validating the Registrant as the manager of a private
key. The Registry and Registrar are collectively responsible for conducting the controls that are required
or deemed necessary.

3.6 Removal of DS record

A DS record is deregistered via a deletion request passed from the Registrant to the Registrar to the
Registry. The Registry is responsible for removing the corresponding DS record from the zone, prior to
passing the zone as a whole to PCH. Deregistration of all DS records associated with a child zone
deactivates the DNSSEC security mechanism for that child zone.

4 Facility, Management, and Operational Controls

4.1 Physical controls

PCH implements physical security controls to meet the requirements specified in this DPS.

4.1.1 Site location and construction

PCH has established two fully operational and geographically dispersed online operation centers to
house ZSK operations, in Zurich, Switzerland, and San Jose, United States, 9365 kilometers apart. Both
facilities contain a complete set of PCH!s critical DNSSEC zone-signing systems. PCH has furthermore
established two fully operational and geographically dispersed offline operation centers to house KSK
operations, in Singapore and San Jose, United States, 13,594 kilometers apart. Both facilities contain a
complete set of PCH!s critical DNSSEC key-signing systems. In addition, the Singapore site is equipped
to act as a fallback ZSK facility in the event that ZSK operations at both Zurich and San Jose are
disabled. All system components are protected within a physical perimeter with an access control and
alarm system operated by PCH.

In each facility, all cryptographic key material is housed solely within a FIPS 140-2 Level 4 Hardware
Security Module (HSM). The HSM, in turn, is protected within a GSA Class-5 IPS Security Container. The
IPS is contained within an enclosure meeting the physical specifications of a DCI 6/9 Sensitive
Compartmented Information Facility (SCIF), and the SCIF, in turn, is enclosed within a a room that has
been hardened against forced or covert entry, and the interior of which is under constant video
surveillance and other monitoring. This room, in turn, is housed within a building that meets or is
substantively in accord with the Telecommunications Industry Association specification 942 of a Tier-4
datacenter.

4.1.2 Physical access

Physical access to the protected environment is limited to authorized personnel. Specifically, each HSM
requires at least three of PCH!s seven Crypto Officers to operate. The IPS Security Container may be
opened only by one of PCH!s three Security Controllers. The SCIF requires two of PCH!s three Security
Controllers to open. The hardened room requires one of PCH!s three Security Controllers to enter, and
entry to the datacenter is controlled by the datacenter Facility Operator. At each stage, entry and exit are
logged and the environment is continuously monitored.

4.1.3 Power and air conditioning

Power is provided to the operational facilities from separate sources. In the event of utility power outages,
power is provided by PCH-controlled batteries until the datacenter!s backup power systems have begun
to generate electricity. The backup power systems are engineered to supply electricity indefinitely,
provided diesel fuel deliveries are maintained.
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4.1.4 Water exposures

The three datacenter facilities implement 3ood protection and detection mechanisms, and PCH operates
separate water detection within each SCIF.

4.1.5 Fire prevention and protection

The three datacenter facilities are equipped with bre detection and extinguishing systems. The facilities
are equipped with automatic extinguishers with dry extinguishing and breproof 3oors. Each room
constitutes an independent bre cell.

4.1.6 Media storage

PCHl!s guidelines for information classibcation debne the requirements imposed for the storage of
sensitive data.

4.1.7 Waste disposal

Disposed storage media and other material that may contain sensitive information are destroyed in a
secure manner by one of PCH!s three Security Controllers.

4.1.8 Offsite backup

Certain critical data are redundantly stored in a secured, third-party storage facility. Physical access to the
storage facility is limited to authorized personnel. The storage facility is geographically and
administratively separated from PCHl!s other facilities.

4.2 Procedural controls

4.2.1 Trusted roles

Trusted roles are held by persons who are able to affect the zone bles content, delivery of trust anchors,
or generation or use of private keys. The trusted roles are

! Crypto Ofbcer, CO
! Security Controller, SC
4.2.2 Number of persons required per task

There must be a minimum of three COs and one SC. Under normal circumstances, there are seven COs
and three SCs.

HSM activation requires three COs with their assigned credentials and one SC to be present."
Key generation requires three COs with their assigned credentials and one SC to be present."

The export and control of encrypted key material requires the cooperation of three or bve COs, depending
on the specibc operation, and one SC.

None of the aforementioned operations may be performed in the presence of unauthorized people.
4.2.3 Identification and authentication for each role

Only people who have signed a conbdentiality agreement and an agreement to acknowledge their
responsibilities with PCH may hold a trusted role. Before a person receives his or her credentials for
system access and upon each exercise of that access a valid form of identibcation must be presented.
Refer to Section 4.3.2.

4.2.4 Tasks requiring separation of duties

The trusted roles in Section 4.2.1 may not be held simultaneously by one and the same person. The
separation of duties is enforced by the Crypto Ofbcers not having exclusive physical access to the
operational facilities and the Security Controllers not having access to the activation material of the HSM.
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4.2.5 Other authorized persons
Other authorized people may include but are not limited to
= Ceremony Administrator, CA
= External Witness, EW
= Facility Operator, FO
= Systems Administrator, SA
= Registry Representatives, R
= Other authorized Witnesses, W

4.3 Personnel controls

4.3.1 Qualifications, experience, and clearance requirements

Candidates seeking to assume any of the trusted roles must present proof of the requisite background
and qualifications to PCH’s Human Resources function.

4.3.2 Background check procedures

Background checks are conducted by PCH’s Human Resources function. The control of backgrounds and
qualifications may include, but is not limited to, reviewing

= Candidate’s resume

= Previous employments

= References (unclassified and others)

= Documentation confirming the relevant and completed education

= Financial position through a credit check
To qualify for any of the trusted roles, these controls cannot reveal any discrepancies that indicate
unsuitability as determined by PCH.

4.3.3 Training requirements

PCH provides the relevant and requisite training regarding procedures, administration, and technical
systems associated with each trusted role. Training includes

= PCH operations
= Role’s scope, areas of responsibility, and authority
= Concept of structural separation of roles and access
= Basic technical proficiency in DNS and DNSSEC
= Basic knowledge of information security
= Administration, procedures, and checklists
= Procedures for incident management
= Procedures for crisis management
The trusted role holder’s knowledge is evaluated by PCH’s Human Resources function.

4.3.4 Retraining frequency and requirements

People holding trusted roles are subject to continuous evaluation and may be required to undertake
supplementary training periodically or in the event of major changes, as determined by PCH.

4.3.5 Job rotation frequency and sequence

Specific operational responsibilities are rotated on occasion, at PCH’s sole discretion, among the people
who hold trusted roles. PCH may replace any trusted person at any time.
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4.3.6 Sanctions for unauthorized actions

Sanctions resulting from unauthorized actions are determined by PCH and may include termination and
damage liability.

4.3.7 Contracting personnel requirements

PCH may at its discretion use contractors or volunteers as well as employees. Such parties sign the same
type of responsibility agreements and are subject to essentially the same requirements as employees
under this DPS, including but not limited to the same background checks and training.

4.3.8 Documentation supplied to personnel

PCH IT operations supply the documentation necessary for all personnel to perform their work task in a
secure and satisfactory manner.

4.4 Audit logging procedures

Information regarding the activities that take place and the operational status and security state of the
system are automatically and continuously collected. This log information is used in monitoring the
performance, availability, and correct operation of the system, for statistical purposes, and for
investigation of suspected violations of PCH’s policies, procedures, or regulations.

In addition to automatically collected sensor and process-status information, logs also include journals,
checklists, and other documents that may be required to reconstruct a complete picture of the state of the
system or a timeline of events. The ultimate goal of logging is to enable investigating auditors to
completely understand and attribute any failures that may occur, after the fact. To that end, log information
identifies individuals, components, and processes and provides as much information as possible about
what occurred, when, and for what purpose.

4.4.1 Types of events recorded
The following events are included in logging:

= All activities that involve an HSM, such as key generation, key activation, signing, and exporting keys
= Remote access to systems, successful and unsuccessful

= Privileged operations

= Entry to a facility or access to equipment

= Sensor input that indicates activity or a change of state

Sensor input that indicates inactivity or continuity of state may be published in real time but may, at PCH’s
discretion, be elided from the long-term archive.

4.4.2 Frequency of processing log

Logs are continuously analyzed through automated and manual controls. Specific controls are conducted
on processes including key generation, system reboots, and detected anomalies. Logs are examined
after each key ceremony for significant security and operational events. In addition, PCH reviews its audit
logs for suspicious or unusual activity in response to alerts generated on the basis of irregularities and
incidents within the DNSSEC systems and their security environment. Audit log processing consists of a
review of logs and documentation for all significant events within a context of interest. Audit log reviews
include a verification that the log has not been tampered with and an investigation of any alerts or
irregularities in the logs. Actions taken on the basis of audit log reviews are also documented.

4.4.3 Retention period for audit log information

Log information is archived for not less than ten years.
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4.4.4 Protection of audit log

All electronic log information is stored in at least two PCH facilities. Logging collection and storage
systems are protected against unauthorized access and manipulation of information. Any log data
deemed by PCH to be too sensitive for publication may be redacted or protected against unauthorized
access, but generally log data are published for public inspection as they become available.

4.4.5 Audit log backup procedures

As it is collected and as network connectivity permits, electronic log information is continuously
transferred to at least one separate and secure online location and periodically backed up to two offline
long-term archives. All paper log information is periodically scanned and electronically transferred to the
online location and periodically backed up to the long-term archives. The offline long-term archives are in
fire- and intrusion-resistant safes in separate locations.

4.4.6 Audit collection system

Electronic log information is transferred via a collection system external to the key-generating system. In
the event that network connectivity between any logging facility and the online archive is interrupted, each
logging facility has sufficient capacity to independently buffer at least seven days of its own activity at
normal rates of collection, and this buffer is immediately transferred to the archive upon reestablishment
of network connectivity. Manual logs are recorded on paper, scanned, and periodically entered into the
collection system. Original paper documents are archived in one of the offline long-term archives.

4.4.7 Notification to event-causing subject

Notification is hereby given that logging is taking place. No notice is required to be given to any individual,
organization, device, or application causing or appearing in a log event, nor does any such party have
any special entitlement to view logs.

4.4.8 Vulnerability assessments

Events in the audit process are logged, in part, to monitor system vulnerabilities. Periodic vulnerability
assessments are performed manually as part of the audit log review process. PCH may at its discretion
share security-related information with relevant parties in order to improve the security of the DNSSEC
signing process or Internet security environment.

4.5 Compromise and disaster recovery

4.5.1 Incident and compromise handling procedures

All real and perceived security events that cause or could compromise the integrity of the DNSSEC
system or cause disruption of or defects in the service are defined as incidents.

Incidents are handled in accordance with PCH’s incident handling procedures. The incident handling
procedure includes investigating the cause of the incident, identifying any effects of the incident, and
evaluating measures to prevent the incident from recurring.

In the event that any private key is reasonably suspected of compromise or misuse, that key is
immediately rolled pursuant to the procedures described in Section 4.5.3.

4.5.2 Corrupted computing resources, software, or data

In the event of corruption, the incident management procedures are initiated and appropriate measures
taken as defined in this DPS.

4.5.3 Entity private key compromise procedures

In the event that any private key is reasonably suspected of compromise or misuse, a controlled key
rollover is performed as follows:
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= If a ZSK is suspected of being compromised, it is immediately removed from production and no
longer used. A new ZSK is generated, if need be, and employed immediately. The old key is removed
from the key set as soon as its signatures have expired. If a ZSK is suspected of being compromised,
an announcement is made using the mechanisms defined in Section 2.

= If a KSK is suspected of being compromised, a new key is generated and put into immediate use, in
parallel with the old key. The appropriate Registry is notified, and a coordinated communication plan
is instituted, including requesting the IANA to publish the additional DS record corresponding to the
new KSK. The old KSK remains in place and is used to sign key sets until such time as it can be
considered sufficiently safe to remove. During the time preceding the rollover, the key set remains
static and any scheduled ZSK rollover is postponed until the KSK rollover is complete. A KSK rollover
in progress is announced using the mechanisms defined in Section 2 in addition to Registry
communications.

= If a KSK is lost, a new key is generated with new DS record. The Registry is notified, and a
coordinated communication plan is instituted, including requesting IANA to publish the additional DS
corresponding to the new KSK. Once IANA changes are propagated, the old KSK is taken out of
service and swapped for the new KSK. At such time, the change is announced using the mechanisms
defined in Section 2. During the time preceding the rollover, the key set remains static and any
scheduled ZSK rollover is postponed until the KSK swap is complete.

4.5.4 Business continuity and IT disaster recovery capabilities

The PCH contingency plan ensures that operation-critical production can be relocated between the two
operational facilities within four hours. The facilities are equivalent in terms of physical and logistical
protection. Information is replicated between the facilities. Frequently used spare components and critical
hardware components are stored onsite in each operation’s facility.

The contingency plan and routines are tested regularly. The completed tests and trials are recorded and
subsequently evaluated.

The contingency plan includes
= Who decides on the activation of an emergency recovery procedure
= How and where the crisis management is to convene
= Activation of backup operations
= Appointment of a Task Manager
= Criteria for restoring normal operations
4.5.5 Entity termination

If the Registry discontinues DNSSEC for its zone for any reason and returns to an unsigned position, this
is to take place in an orderly manner (by removing DS records from IANA), with the full cooperation of
PCH. If operations are to be transferred to another party, PCH cooperates fully with the transition.

5 Technical Security Controls

5.1 Key pair generation and installation

5.1.1 Key pair generation

Key generation takes place in a hardware security module (HSM) that is managed by trained and
specifically appointed personnel in trusted roles.

Key generation takes place when necessary and must be performed by two people working in unison.
These people are present during the entire operation.

The entire key-generation procedure is logged, part of which is done electronically and part of which is
done manually on paper by the SO.
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5.1.2 Public key delivery

The public component of each generated KSK is exported from the signing system and verified by the SO
and SA. The SO is responsible for communicating the public component of the KSK in a secure manner
to the Registry. The SA is responsible for ensuring that the keys published in Section 2.2 are the same as
those that are generated.

5.1.3 Public key parameters generation and quality checking

Key parameters are regulated by PCH’s key-signing policies. Quality control includes checking the key
length.

5.1.4 Key usage purposes

Keys generated for DNSSEC are never used for any other purpose or outside the signing system. A
signature that is created by a DNSSEC key for either a ZSK or a KSK never has a validity period shorter
than fifteen days.

5.2 Private key protection and cryptographic module
engineering controls

All KSK and ZSK cryptographic operations are performed in the HSM, and no private keys are
unprotected outside the HSM.

5.2.1 Cryptographic module standards and controls

The system uses an HSM that conforms to the requirements in FIPS 140-2 level 4 for KSK and ZSK
operations.

5.2.2 Private key (m-of-n) multiperson control

PCH applies multiperson control for HSM activation. Multiple SOs are required to activate the module in a
three-of-seven scheme, which in turn requires physical access, which can be provided only by one or
more SCs.

5.2.3 Private key escrow

PCH does not utilize key escrow.

5.2.4 Private key backup

KSKs are backed up in encrypted form onto a flash drive securely stored in tamper-evident packaging
inside safes at each operations facility. ZSKs are similarly backed up in encrypted form onto another flash
drive securely stored in tamper-evident packaging inside safes at each operations facility.

5.2.5 Private key storage on cryptographic module

The Storage Master Key (SMK) is shared by all security modules in the system. This master key is used
to secure the contents of the HSM and to enable cloning the HSM in case of equipment failure. The SMK
is split across seven smartcards held by trusted Internet community members in a five-of-seven scheme.
Cards are kept inside tamper-evident packaging and are subject to annual inventory requirements.

5.2.6 Private key archival
Private keys that are no longer used are not archived in any other form than as backup copies.
5.2.7 Private key transfer into or from a cryptographic module

During the installation of the signing system, a joint Storage Master Key is transferred via the above
smartcards to clone units. Transfer of KSK and ZSK material between units is done via encrypted
backups, as described in Section 5.2.4, which can be decrypted only into initially cloned units. After
transfer, ZSK HSMs are locked to prevent further export of keys.
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5.2.8 Method of activating private key

Private keys are activated by unlocking the HSM. An SA provides SOs access to the facility. The SOs
then each insert their smartcard and enter a PIN.

5.2.9 Method of deactivating private key
The HSM is locked if the signing system is either turned off or rebooted.
5.2.10 Method of destroying private key

Private keys are not destroyed. After their useful life, they are removed from the signing system.

5.3 Other aspects of key pair management
5.3.1 Public key archival

Public keys are archived in accordance with the archiving of other information relevant to traceability in
the system, such as log data.

5.3.2 Key usage periods

Keys become invalid as they are taken out of production. Old keys are not reused.

5.4 Activation data

Activation data are in the form of a smartcard and PIN for each SO that are used to activate the HSM.
5.4.1 Activation data generation and installation

SO smartcards are generated during the initialization of the HSMs during the initialization key ceremony.
5.4.2 Activation data protection

Each SO is responsible for protecting his or her smartcard. On the suspicion of compromise, the SO must
immediately notify PCH and PCH replaces all SOs smartcards at the next key ceremony. PCH’s DNSSEC
contingency plan states the conditions in which this is to be applied. All decommissioned smartcards are
physically destroyed by SCs in the presence of witnesses.

5.5 Computer security controls

All critical components of PCH’s systems are placed in the organization’s secure facilities in accordance
with Section 4.1. Access to the server’s operating system is limited to individuals who require access for
their work. All access is logged and is traceable at the individual level.

5.6 Network security controls

PCH has logically sectioned networks that are divided into various security zones with secured
communications between. Logging is conducted behind the firewalls. All sensitive information that is
transferred over the communications network is protected by strong encryption.

5.7 Time-stamping

PCH retrieves time that is traceable to timeservers from the United States National Institute of Standards
and Technology. Time stamps are recorded in UTC and are standardized for all log information and
validity time for signatures.

Packet Clearing House DNSSEC Practice Statement Page 11 of 15



5.8 Life cycle technical controls

5.8.1 System development controls

All source code is stored in a version-control system. The source code archive is regularly backed up, and
copies are stored separately in a fire- and intrusion-resistant safe.

PCH'’s development model is based on industry standards and includes
= Fully functional specification and documented security requirements
= Documented architectural design based on a natural modularization of the system
= Continuous minimization of complexity
= Systematic and automated testing and regression tests
= Issuing distinct software versions
= Constant quality follow-ups of detected defects
5.8.2 Security management controls

Authorization registers are maintained. PCH conducts regular security audits of the system. PCH
prepares and maintains a system security plan that is based on recurring risk analysis.

5.8.3 Life cycle security controls

The signer system is designed to require a minimum of maintenance. Updates critical to the security and
operations of the signer system are applied after formal testing and approval. The origin of all software
and firmware is securely authenticated by available means.

Critical hardware components of the signer system are procured directly from the manufacturer and
transported in tamper-evident bags to their destination in the secure facility. All hardware is
decommissioned within its specified life expectancy.

6 Zone Signing
6.1 Key lengths and algorithms

Key lengths and algorithms are to be of sufficient length for their designated purpose during each key’s
useful life.

Algorithms shall be standardized by the IETF, available to the public, and resource-efficient for all parties
involved.

The RSA algorithm with a key length of 2048 bits is currently used for KSKs, and 1024 bits for ZSKs.

6.2 Authenticated denial of existence

PCH uses NSEC3 records as specified by RFC 5155, and may sort zones prior to signing, in order to
maximize NSECS efficiency.

6.3 Signature format

Signatures are generated using an RSA operation over a cryptographic hash function using SHA256.

6.4 Zone signing key rollover

ZSK rollover varies depending on zone (e.g., SOA and TTL values) but occurs at least once every six
months.
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6.5 Key signing key rollover

KSK rollover is carried out as needed.

6.6 Signature lifetime and resigning frequency

Resource Record Sets (RRsets) are signed with ZSKs with a validity period depending on zone
parameters, but at least seven days.

6.7 Verification of zone signing key set

To ensure signatures and the validity period of keys, security controls are conducted against the
DNSKEY prior to publishing zone information on the Internet. This is done by verifying the DNSKEY KSK
signature and ZSK signature on NS RRset.

6.8 Verification of resource records

PCH verifies that all resource records are valid in accordance with the current standards prior to
distribution.

6.9 Resource records time-to-live

DNSKEY TTL is set to 3600 seconds for all zones. TTL for other records is set by Registry in the
unsigned zone file provided to PCH. RRSIG inherits TTL from the RRset that it signs.

7 Compliance Audit

Audited documents (policy, procedures, and requirements) and any other relevant, verifiable information
can be used in an audit.

7.1 Frequency of entity compliance audit

PCH determines the need for audits. Circumstances that may initiate an audit include but are not limited
to recurring anomalies; significant organizational changes at the management level or in processes;
issues of personnel competence; and new equipment.

7.2 Identity/qualifications of auditor

The auditor shall be able to demonstrate an understanding of IT security, DNS, and DNSSEC.

7.3 Auditor’s relationship to the audited party

An external auditing manager is appointed for the audit. When necessary, the auditing manager shall be
able to recruit specific expert knowledge. The auditing manager is responsible for implementation of the
entire audit.

7.4 Topics covered by audit

The auditing manager’s assignment includes ensuring the following:

= PCH possesses the appropriate competencies.
= Auditees are informed of the topic of the audit and prepared prior to the audit.
= Follow-up procedures of the audit results are in place.

7.5 Actions taken as result of deficiency

The auditing manager immediately informs PCH management of any anomalies.
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7.6 Communication of results

The auditing manager submits a written report of the audit results to PCH management not later than
thirty calendar days after completion of the audit.

8 Legal Matters
8.1 Fees

PCH does not charge country-code top-level Domain Administrators any fees for DNSSEC services.

8.2 Privacy of personal information

All information is treated in accordance with the PCH Privacy Policy and the applicable written agreement
between the Registry and PCH (the PCH-Registry Agreement). PCH does not receive personally
identifiable information about individuals from Registries and thus undertakes no special responsibility
with respect to the protection of personally identifiable information. Decisions regarding the disclosure of
information to judicial or governmental authorities may be made upon direct request. The matter of
disclosure is decided case-by-case by the PCH legal department.

8.3 Limitations of liability

ALL SERVICES PROVIDED BY OR ON BEHALF OF PCH UNDER OR IN CONNECTION WITH THIS
DPS (COLLECTIVELY, “SERVICES”) ARE PROVIDED “AS IS,” “WHERE 1S” AND “AS AVAILABLE”
WITH ALL RISKS AND FAULTS THAT MAY BE ASSOCIATED IN CONNECTION THEREWITH.
NOTWITHSTANDING ANYTHING TO THE CONTRARY, PCH MAKES NO REPRESENTATION,
WARRANTY OR COVENANT OF ANY KIND WHATSOEVER WITH RESPECT TO ANY SERVICE,
WHETHER EXPRESS OR IMPLIED, INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTY
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT. ANY
AND ALL REPRESENTATIONS, WARRANTIES AND COVENANTS ARE HEREBY DISCLAIMED BY
PCH AND WAIVED BY EACH PERSON WHO USES, RELIES UPON, OR BENEFITS FROM ANY
SERVICE.

NOTWITHSTANDING ANYTHING TO THE CONTRARY, PCH WILL NOT BE RESPONSIBLE OR
OTHERWISE LIABLE, WHETHER AT LAW AND/OR IN EQUITY, FOR ANY CLAIMS AND/OR
DAMAGES, INCLUDING, WITHOUT LIMITATION, CONSEQUENTIAL, INCIDENTAL, INDIRECT,
PUNITIVE, EXEMPLARY, OR SPECIAL DAMAGES (INCLUDING, WITHOUT LIMITATION, LIABILITIES
OR DAMAGES RELATING TO LOST PROFITS, LOST DATA, OR LOSS OF GOODWILL) ARISING OUT
OF, RELATING TO, OR OTHERWISE IN CONNECTION WITH ANY SERVICE, WHETHER BASED ON
CONTRACT, TORT, OR ANY CAUSE OF ACTION WHATSOEVER.

8.4 Term and termination

8.4.1 Validity period

This DPS applies until further notice.

8.4.2 Expiration of validity

This DPS is valid until it is replaced with an updated or new version as stated in Section 1.4.3.
8.4.3 Dispute resolution

Any dispute or conflict in connection with this DPS is to be filed in federal or state court, City and County
of San Francisco, California.

8.4.4 Governing law

The laws of the State of California, excluding its conflict-of-laws principles, apply to this DPS.
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